Kvantové
korelace ve
sluzbach
kryptografie

Adam Bruna, Lukas Balon, Richard Daniel
Mastovsky, Jakub Vojtek



Vernamova Sifra

n 0 00000
"A" 1 00001
"B" 2 00010
"C 3 00011
"D" 4 00100
"E" 5 00101

Ahoj -> 181510 -> 00001010000111101010



Vernamova Sifra

PGvodni zprava 0 0 0 1
Tajny klié 1 1 0 1
Zasifrovand zprava 1 0 0

pavodnizpréva. | N



Bezpecdnostni predpoklady
Vernamovy Sifry

Nahodny kod
Maximalné jedno pouziti
Soukromy kli¢ musi byt stejné dlouhy jako zprava

Potreba udrzet kod v tajnosti



Kvantova mechanika

* qubit

* Systémy se dvéma stavy |0) a |1)
Polarizace fotonU

Spin castic

2 supravodivé stavy (IBMQ)

O O O O

* Meéreni meéni stav qubitu



Superpozice

* Systém se muze nachazet ve stavech |0) a |1), ale i vlibovolné
superpozici

W) = a|0) + 5[1)

Stav |0) nameérime s pravdépodobnosti ‘C(‘Z

af* + |87 =1



Mé&Feni v ruznych bazich
* Napfiklad v bazi +/-

1 1
+) = 7|0> + 7|1>

*Dosazenim za |0) a |1) dostaneme

V) = a|0) + B[1) = au|+) + Bi]—)

Stav |+) namérime s pravdépodobnosti |C¥1 ‘2



2 qubity
Obecny stav dvou qubitl je superpozice stavi |00) [01) |10)a |11)

Pro kvantovou kryptografii je dulezity stav maximalni provazanosti

1 1
e) = EK)U) + ﬁ'll)




Maximalni kvantové provazani

* Vysledky méreni na jednotlivych qubitech v bazi 0/1 i +/- jsou na sobé
zavislé

* Vysledek méreni se urci zmérenim jednoho z qubitu

* Lze meéreni na provazanych qubitech pouzit k prenosu informace?



Operace s qubity

* X/NOT

o Zameénuje1la0

e Hadamardova brana

o Méni |0)na |+)a |1) na |-) a obracené

* CNOT - 2 qubity |i, j)

o Meénijnai+jmod?2

00) ->
01) ->
10) ->
11) ->

00)
01)
11)
10)



Kvantové sifrovani

* Alice a Bob
e Zprava o n znacich

* Vytvori 2n maximalné provazanych paru
o Hadamardova brana a CNOT
o Provazané qubity

o Alice a Bob dostanou po jednom qubitu z kazdého provazaného
paru



Kvantové sifrovani

* Ai B méfri kazdy qubit nahodné kazdy bud'v bazi 0/1, nebo +/-

o Bazi +/- pfevedou na 01 Hadamardovou branou
* Dale zverejni, kdy mérili jakou bazi

* Shoda baze = shoda vysledku => tajny klic
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Vyhody

* Nahodnost tajného klice
* Bezpecnost tajného klice
o Provazanost qubitl lze ovérit

* Lze odhalit utocnika



IBMQ

 Sit kvantovych pocitact
* Vyuzita nami k simulaci

* Velka chybovost dnesnich modell




[ Launcher ¥ | (A QKD.ipynb x|+

XK ODE » m G » Code w

secretMessage = 'ahoj ahoj ahoj’

intendedKeyLength = 5*len(secretMessage)
& numberQfQubitsPerParty = math. floor{processorsSizesimulators2)
numberofQubitsPerParty = math.floor(processorSizeQru/2)

bitStringAlice = ''.join({random.choice('81') fer i in range(0,2*intendedKeyLength))

bitStringBob =
bitStringBob = bitStringAlice

'.join{random.choice('01') for i in range(d,2*intendedKeyLength))

splitBitStringAlice = [bitStringAlice[i:i+numberOfQubitsPerParty] for i in range(@,len(bitStringAlice),number0fQubitsPerParty)]
splitBitStringBob = [bitStringBobli:i+number0fQubitsPerParty] for i im range(®, len(bit5tringBob),number0fQubitsPerParty)]

circuits = [createCircuit(splitBitStringAlice[i],splitBitStringBob[i]) for i im range(®,len(splitBitStringAlice])

jobIdArray = gpuRunCircuits(circuits)
& print(jobIdArray)

qiskit runtime service.check pending_jobs:WARNING:2025-86-24 10:35:00,454:

xt one.

qiskit runtime service.check pending jobs:WARNING:2025-86-24 10:35:10,467:

xt one.

qiskit runtime service.check pending_jobs:WARNING:2025-86-24 10:35:24,413:

xt one.

giskit runtime service.check pending jobs:WARNING:2825-86-24 18:35:29,834:

Xt one.

Submitted to IBMQ: 2025-06-24 18:35:33.557681
Backend: <IBMBackend('ibm brisbane’)=>

Batch id: dld66ahn2txgbB8eezlg

JobIdArray: ['dld66b93grvg@@8n3vng’, 'dlde6clv3z50008am29q’, 'dldeébGchqf56goosedzeg’, 'dldeGelmya7@Bosnmdrd’, 'dldé6ehn2txg@BBeezig’

The pending jobs limit has
The pending jobs limit has
The pending jobs limit has

The pending jobs limit has

been

been

been

been

reached.

reached.

reached.

reached.

Waiting for
Waiting for
Waiting for

Waiting for

job
job
job

job

<RuntimeJob(’d1d66clv3z50008am29g’, ‘sampler')>
<RuntimeJob(’dldé6ehn2txgBB8eez2g’, 'sampler’)>
<RuntimeJob(’d1d66j2qf56g00804zag’, 'sampler')>

<Runtimelob( 'd1dé6jjmya70008nmdva’, 'sampler')=

'd1d66f1qf56000804280 ', 'd1d66gaqf56g00804290",

ya70808nmitg', 'd1d66j2qf56900884zag', 'd1d66jjmya70008nmdve’, 'dld66kjmya7o008nmdwd’, 'dld66m2mya7oB08nmdwg', 'dldéEmtn2txgBBBeez5g’]

result = retrieveResultsQPU({jobIdArray)

measuredValuesAlice, measuredValuesBob = processMeasurementResult({result)

keyilice, keyBob = selectKeys(bitStringAlice, bitStringBob, measuredValuesAlice, measuredValuesBob)

encodedMessage = encode(stringToBinary(secretMessage.lower()), keyAlice)
decodedMessage = binaryToString({decode(encodedMessage, keyBob))

print{secretMessage)
print()
print(decodedMessage)

ahoj ahoj ahoj

oh mm j cuekte

Motebook 7 & Python 3 (ipykernel) O

to finish before submitting the ne
to finish before submitting the ne
to finish before submitting the ne

to finish before submitting the ne

'd1d66qtqf5690080429g', 'd1d66him
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Dékujeme za pozornost
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